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Typographic Conventions

American English is the standard used in this handbook.

The following typographic conventions are also used.

This information is displayed in the instructor’s presentation

Demonstration

Procedure

Warning or Caution

Hint

Related or Additional Information

Facilitated Discussion

User interface control Example text

Window title Example text
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Course Overview

TARGET AUDIENCE
This course is intended for the following audiences:

● Project Manager

● Systems Architect

● System Administrator
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UNIT 1 Authorizations

Lesson 1: Describing Authorization
Lesson Objectives
After completing this lesson, you will be able to:

● Describe authorization as part of a comprehensive security plan
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Unit 1: Authorizations
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UNIT 2 Authorization Concepts for 
Compliant Identity 
Management

Lesson 1: Designing Authorization for an AS ABAP-Based System
Lesson Objectives
After completing this lesson, you will be able to:

● Design authorization for an AS ABAP-based system

Lesson 2: Implementing Authorization for an AS ABAP-Based 
System
Lesson Objectives
After completing this lesson, you will be able to:

● Describe the implementation of an authorization for an AS ABAP-based system
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Unit 2: Authorization Concepts for Compliant Identity Management
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UNIT 3 Authorization Terminology

Lesson 1: Defining the Authorization Elements and Terms
Lesson Objectives
After completing this lesson, you will be able to:

● Define the authorization elements and terminology

Lesson 2: Checking Authorizations in ABAP Systems
Lesson Objectives
After completing this lesson, you will be able to:

● Check authorizations in an ABAP system
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Unit 3: Authorization Terminology
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UNIT 4 User Maintenance

Lesson 1: Maintaining User Data
Lesson Objectives
After completing this lesson, you will be able to:

● Maintain user data

● Maintain mass user data

● Access change documents
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Unit 4: User Maintenance
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UNIT 5 Basic Role Maintenance

Lesson 1: Defining a Role
Lesson Objectives
After completing this lesson, you will be able to:

● Create roles in the role maintenance environment

Lesson 2: Defining Authorizations in a Role
Lesson Objectives
After completing this lesson, you will be able to:

● Define authorizations in a role

Lesson 3: Defining Customizing Roles
Lesson Objectives
After completing this lesson, you will be able to:

● Define customizing roles

Lesson 4: Creating Composite Roles
Lesson Objectives
After completing this lesson, you will be able to:

● Create composite roles

Lesson 5: Creating Reference and Derived Roles
Lesson Objectives
After completing this lesson, you will be able to:

● Create a derived role

Lesson 6: Maintaining Roles for SAP NetWeaver Business Client
Lesson Objectives
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After completing this lesson, you will be able to:

● Describe the settings in the Profile Generator (PFCG) relevant for SAP NetWeaver Business Client

Unit 5: Basic Role Maintenance
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UNIT 6 Advanced Role Maintenance

Lesson 1: Applying the Special Functions of Authorization 
Maintenance
Lesson Objectives
After completing this lesson, you will be able to:

● Apply the special functions of authorization maintenance

Lesson 2: Defining Authorizations for a System User
Lesson Objectives
After completing this lesson, you will be able to:

● Define authorizations for a system user
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Unit 6: Advanced Role Maintenance
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UNIT 7 Authorization Environment 
Configuration

Lesson 1: Installing and Upgrading Role Maintenance
Lesson Objectives
After completing this lesson, you will be able to:

● Activate role maintenance

● Describe the role maintenance upgrade procedure

Lesson 2: Configuring Role Maintenance
Lesson Objectives
After completing this lesson, you will be able to:

● Describe the default values in role maintenance

● Define customer values in role maintenance

Lesson 3: Defining System Settings
Lesson Objectives
After completing this lesson, you will be able to:

● Define password rule parameters

● Define system Customizing options

● Protect special users

● Protect special functions in the SAP system

● Create roles for user and authorization administration

Lesson 4: Analyzing Missing Authorizations
Lesson Objectives
After completing this lesson, you will be able to:

● Analyze missing authorizations

● Analyze existing authorizations
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Lesson 5: Transporting Authorizations
Lesson Objectives
After completing this lesson, you will be able to:

● Describe how to copy user master records between clients

● Transport roles

● Transport SU24 proposals

Unit 7: Authorization Environment Configuration
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UNIT 8 Integration of Authorization 
Systems into an Organization's 
Landscape

Lesson 1: Creating Users with the Central User Administration (CUA)
Lesson Objectives
After completing this lesson, you will be able to:

● Describe the CUA

● Create users with the CUA

Lesson 2: Migrating the CUA into SAP NetWeaver Identity 
Management (ID Management)
Lesson Objectives
After completing this lesson, you will be able to:

● Migrate the CUA into SAP NetWeaver Identity Management

Lesson 3: Identifying Non-Standard Authorization Concepts in the 
SAP Business Suite
Lesson Objectives
After completing this lesson, you will be able to:

● Identify non-standard authorization concepts in other SAP Business Suite systems

Lesson 4: Integrating Authorization Assignments with 
Organizational Management
Lesson Objectives
After completing this lesson, you will be able to:

● Describe organizational units in Organizational Management

● Identify organizational plan objects

● Perform indirect user assignment reconciliation
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Unit 8: Integration of Authorization Systems into an Organization's Landscape
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UNIT 9 SAP Systems for Identity 
Management

Lesson 1: Identifying Different User Sources
Lesson Objectives
After completing this lesson, you will be able to:

● Identify user sources for different landscapes

Lesson 2: Describing SAP NetWeaver Identity Management (ID 
Management)
Lesson Objectives
After completing this lesson, you will be able to:

● Describe SAP NetWeaver ID Management 

Lesson 3: Planning SAP Governance, Risk, and Compliance (SAP 
GRC)
Lesson Objectives
After completing this lesson, you will be able to:

● Describe planning with SAP GRC 

Lesson 4: Describing Compliant Identity Management (CIM)
Lesson Objectives
After completing this lesson, you will be able to:

● Describe the functions and goals of CIM
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